$%E&'(&)* +&, %($)$ +(

(Last updated: Thursday, 27 March 2008)

DataGate

Be Vew Help

2008027 09:55:03
2008/03/27 09:55:03
2008003727 09:55:03
20080327 09:55:03
200803727 09:55:03
2008103127 09:55:03
2008103127 09:55:03
20080327 09-55:03
20080327 09-55:03

Using data folder chiogs)

<NFC= COPD UDP Port=4000

G X
AssetD | Descrption HardwareType | LastReport © | Last Network | Host Links |
@ 1011 Florda Demo Laptop Mobiusg 2008/03/27 09:53:33  MSAT (9000) 1
.D 01 Wancouver Demo RIML300/£004i50 Z2008/03/28 21:41:10 Radio (Local Radio) 4
. 002 NZ Demao MOT 2002/03/26 21:07:43 Iridium (30045106020091 0) 1
@i Paim Springs Demo Enfora 20080326 191501 Cellular [192.168.0.81:1 730] 1
0.0. UK Demo Foriman GT-2000 2008/01/21 10:00:08 Cellular [192 1682 10g- 1730] 1

<INFO= GPRS UDP Part=s 004

<INFO> Terminal Server TCP Ports502
<INFO= Web TCP Port=80

<INFOs CSV Upp Ports4002

<INFO= External TCP Port=4002

<INFO» COMA upp Pori=3000

<INFO= GPRS yDp Pori=1730

<NFO> Sockets opened. Waitng for data..

b

|lnmarsat igie




Contents
1.0 DAtAGALE OVEIVIEW .....eieieeiii et e et e et e et e et e et e e et e e e et e e e et e s et e e ss b e eaaa e eatn s esan e eaansessaneesannnns 3
2 O I (1) 7= 1= 40 o 4
2.1 SYSEEM REQUINEIMENTS ... ..t eeeeeeeieiie e e ettt e e e e e e e e e et r e e e e e eeeeeeaaaa e e eeeeaaeeessssnnaaeaeeaeeennnnnns 4
2.2 SOfWATE INSTAIIALION ... e e e e e e e et e et e e et e et e eaaesaa e saneeannes 4
P2 B 1= LT =Y 11 T 1 OSSR 7
2.4 WITEIESS INEIWOIKS . .euiiieiii ittt et et e et e e e s b e et e s e s et e et e e sa s eaeeanessnssaneennnnes 8
R OIS od (=TT o = |V ] U PP 9
G 700 0T ]| o = 1 9
R T Y= 1 RN 9
G T 3 o To T ] ST SS R PUPRPPPPPPPRRR 9
T O Y = YT TN =T o T 10
I T T 1Y/ =T T 10
Y=YV Y, =T o T 10
v G B o (=11 o TN Y/ = o O PR URRPPPPPRPPRI 10
S L0 I T = 151 o S 11
LT O I T Y=Y R 12
L A=Y = ) 12
I NS W 0] 01T 1 [T PP TSUPPP 12
AT B L= 7= L [0 1] £ PPN 18
7.1 DAtaHOSE PrOPEITIES ... .uuiiie ettt ettt e e e e e e e e et e e et e e e e e e e e e eeaaatn e e e eeeeees 18
I OV A =Y o I 1T ) £ 22
8.1 WED ClIENT PrOPEITIES ...ttt e e e e e e et e e aa e e e e e e e e e eeaaata e e e eeeeeees 23
S T O =T L= LI 1= 0 TR 24
9.1 Terminal ClIENt PrOPEITIES......cooeeiiiiiiiee e e ettt r e e e e e e e e e e aaaaa e e e eeeeees 25
KOO D= = R Yo 1 1 o = PPN 28
O I Y=T 011 [ 29
20 o] 1o T P 30
2 RO 0T o 1T 1 o] 1 30
2 O 0 = I 31
L12.3 GPRS/CDMA ..ot e e e e e e e e e et e e et e e e b e e ea e et e et e et e raa e aaaas 32
Y= ) (=11 = 33
Rl DL | = R (0] = 1o [PPSR 34
2 T =t - | 35
T (] 1=V PSSR 36
D2 < I 1 = | o 37
G T O I D 7= = T | (=T 38
S O o] o] = Tox A 1 {01 1 1= 11 o] o 39

me #




1.0 DataGate Overview

DataGate is the server application for the DataNet wireless data network. It routes information
between mobile assets and end-user programs, handling multiple networks and keeping track of
duplicate and retried packets. End-users can run several programs, including the DataNet client
program (DataHost) (see http://www.avl-software.com/datahost/datahost.pdf), SCADA interfaces,
and third-party applications. DataGate is normally installed on a network provider's computer,
handling data for multiple end-users and their mobile units. However, in situations where enhanced
security or control is required, DataGate can also be run by an end-user.

NOTE: DataGate requires a licence key for activation. Please contact Datalink Systems for pricing
and demonstration keys.
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2.0 Installation
2.1 System Requirements

PC with a Pentium-class processor or higher

Microsoft Windows 98/ME/2000/XP/Vista operating system (with latest service packs)
At least 64 MB of RAM recommended

CD-ROM drive if installing from CD

10 MB hard-disk space for program files

Additional hard-disk space required for mapping programs and history data

800x600 display or higher recommended

Web browser to view manual

2.2 Software Installation

DataGate may be provided on a CD, or as a zipped setup file. If installing from a CD, insert the disc
into your PC, and select the Install DataGate option from the CD menu. If the menu does not start
automatically, use Windows Explorer to navigate to the CD drive and run the \autorun\autorun.exe
file. To install from a setup file, simply unzip the file contents to a temporary directory, and run the
setup.exe file.

From time to time, updates are available for DataGate. These are placed on our downloads web
page (see http://avl-software.com/downloads).

Note: When updating DataGate to a newer version, it is recommended to simply replace the
datagate.exe file in the program directory. To do this, first close DataGate if it is running, and then
copy the new file over the existing one. Exe file updates are provided on our website, as well as the
full install version for new PCs. If you decide to use the full install option on a PC already running
DataGate, it is recommended to uninstall the previous version first (using Add/Remove Programs
from the Windows Control Panel). Data and history files will not be erased during this process.
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When the setup process starts, it will copy the required installation files to disk (see Figure 1).

Copying Files, please stand by.

Figure 1 — Installation program

The set-up program will then display a reminder to close down any applications that may be running
(see Figure 2). This allows the program to update files that may otherwise be in use. Click “OK” to
continue the installation.

+3 DataGate 3.4.1 Setup

@ Welcome to the DataGate 3.4, 1installation program.
=

Setup cannot install system files or update shared files if they are in use.
Before proceeding, we recommend that you dose any applications you may
be running.

oK Exit Setup

............................................

Figure 2 — Installation part 2
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Figure 3 shows the next set-up screen, which prompts the user to enter the installation directory. The
default directory is recommended. Click the computer icon to continue.

= DataGate 3.4.1 Setup

Beqgin the installation by dicking the button below.

Click this button to install DataGate 3.4. 1 software to the specified
destination directary,
ey
Directory:
C:'\Program Files'\DataGate, Change Directory

Exit Setup

Figure 3 — Installation part 3

The final choice in the set-up process is to select a program group. This is the location where a
shortcut to DataGate will be placed, accessible through the Windows Start menu. The default setting
is recommended. Click “Continue” to begin installing files.

“= DataGate 3.4.1 - Choose Program Group le

Setup will add items to the group shown in the Program Group box.,
You can enter a new group name or select ane fraom the Existing
Groups list,

Program Group:

ataMet

Existing Groups:

ACcessories ~
Administrative Tools =1
Care FTP

Drive Image SE

eFax Messenger 4.0

frhed

HTML Help Warkshop

IDrive

illiminable

(%

Continue | Cancel

Figure 4 — Installation part 4
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You may be prompted to restart your computer if the set-up program detects out-of-date files. In this
case, restart the PC and restart the setup process to complete the installation.

The installation may be cancelled at any step. In this case the program will remove temporary
DataGate set-up files from the hard disk.

2.3 Initial Settings

When the set-up program completes, there will be a shortcut to DataGate in the Windows Start menu
under “Start/Programs/DataNet” (assuming the default program group was selected during the set-up
process). Select this shortcut to start DataGate.

The first time DataGate is loaded, it will prompt the user for information (see Figure 5). Enter your
user and company names, including an email address where we can send you messages relating to
the licensing process. The “Details” field can be used to indicate the reason for the license request.

© DataGate License Request

Lizenze |nformation

Ilzer |J ahn Smith

Company: |Tra-:king Com

Ermail: |ismith@tracking.net

Details: |Dem|:| Request

Firewallz must be configured to allow D atalate bo make oukgoing TCRAP
connections o icensing, datalinksystemszine. com on port 3600, Hote that
D ataGate encropts all icenze information Far paur security,

E mail support@datalink zpstemszing, com for maore information.

Connection

Ready to connect

Send Request Cloze

Figure 5 — Initial settings

This information must be sent to the Datalink licensing server (licensing.datalinksystemsinc.com) in
order to obtain a licence key allowing DataGate to operate on that PC. Press the “Send Request”
button to transmit an encrypted copy of the license data to our server. The connection response is
shown at the bottom of the window, and indicates what steps to take to complete the process.

Note: If DataGate is moved to a new PC you will be prompted to request a new license key.

When first run, DataGate creates several data files in its program directory (see section 13.0 for a list
of the data and log files used). The data storage directory can be changed under the Options menu.
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2.4 Wireless Networks

Depending on which wireless networks are being used, other utilities (called Source Programs) will
also need to be installed. Currently the following networks are supported (with the required source
programs shown):

CDPD: No source required. Requires connection to Internet with static IP address.

GPRS: Same requirements as CDPD.

CDMA: Same requirements as CDPD.

Cellemetry:  Cellemetry Source connects to Cellemetry gateway over Internet.

Globalstar: Same requirements as CDPD.

Simplex: Requires an external email address that can be used to buffer messages from
the Simplex gateway.

Inmarsat D+: Inmarsat Source connects to Inmarsat ground station over Internet.

Inmarsat: (other than D+). Same as Simplex.

Iridium: Uses either an external email address, or a direct IP connection (requires
connection to Internet with static IP address).

MSV-G2: Requires Internet connection.

MSAT-1: MSAT Source connects to ground station over Internet.
Optional MET Source connects to a base satellite transceiver to communicate
over satellite.

Local Radio: Radio Source connects to a base radio to communicate over a point-to-point or
trunked radio system.

Kenwood: Kenwood Source connects to Kenwood radio for Fleetsync operation.

Raveon: Raveon Source connects to Raveon base radio.

Trax: Trax Source connects to Trax base radio.
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3.0 Screen Layout

Figure 6 shows the main DataGate window. At the top is a toolbar, providing quick access to asset
functions. Under this is an asset list, showing a complete list of configured assets. At the bottom of
the window is a log list box showing recent data communications and information. Along the bottom
edge of the window is a status bar, showing the data storage location and current connection states.

DataGate Z| |E| [Z|
File \iew Help

@ X

Az=et D Dezcription Hardware Type Last Report  ~ Lazt Network Hoszt Links
Vancouver Demo RMI300E006A50 20080327 12:00:43 Radio (Local Radio)

. 10011 Florida Demo Laptop Mobius 2008/03027 09:53:33 MSAT (9000}

. 0.0.2 NZ Dermo MDT 2008/03426 21:07:43 Iridiurn (300451080200910)

#M|i0s Palm Springs Demo Enfora 200800325 18151 Cellular [152.168.0.91;1730]

DZDD.U.1 UK Demo Portman GT-2000 2008/01421 10:00:0& Cellular [152.188.2.100:1730]

—_ - —a

2008/03027 12:01:42 <INFO= COPD UDP Port=4000

2008/0327 12:01:42 <INFO= GPRS UDP Port=4004

20080027 12:01:42 <INFO= Terminal Server TCP Port=502
20080327 12:01:42 <INFO= Web TCP Port=20

2008/03027 12:01:42 <INFO= C5W UDP Port=4002

2008/0327 12:01:42 <INFO> External TCP Port=4002
2008/03027 12:01:42 <INFO>= COMA UDP Port=5000

2008/03027 12:01:42 <INFO> GPRS UDP Port=1730

2008003027 12:01:42 <INFO>= Socketz opened. Waiting for data. ..

>

|

Uzing data folder c:\Mogsh Inmarzat ldle

Figure 6 — Main DataGate window

3.1 Toolbar

The toolbar provides quick access to add and delete assets. These functions are also accessible
using the Insert and Delete keys on the keyboard, or by right-clicking on the asset list. The following
functions are available:

@F Add Asset Add a new asset.
X Delete Asset Delete currently selected asset.

3.2 Asset List

This list shows all assets configured on the server. See section 6.1 for more information.

3.3 Log List

The data communications log shows all data transmitted to and received from assets, as well as
other information such as connection messages. When the program is started, it will load data files,
connect to databases (if enabled), and attempt to open all configured IP sockets.

me #




.S
4.0 Main Menu

4.1 File Menu
Exit: Exit program.
4.2 View Menu
DataHosts: Show the list of clients allowed to connect to this DataGate using the
DataHost client software (see section 7.0).
Web Clients: Show the clients allowed to connect using a web browser (see section
8.0).
Terminal Clients: Show the connections available for third-party applications needing to
send raw data to mobile assets (see section 9.0).
Data Sources: Open the list of Data Sources (see section 10.0).
Sentry Names: Shows a list of pager IDs and assigned names (see section 11.0).
Open Today’s Log: Opens the DataGate log file created today.
Open HTTP Log: Opens the HTTP log created today (if enabled).
Options: Access DataGate options (see section 12.0).
4.3 Help Menu

The Help menu provides a link to the DataGate About screen, which shows the software version
number and user information (see Figure 7).

About DataGate [‘5_<|

DataGate Verzion 3.4 Build 1
Datalet Server

Copyright @ 2000-2008 Datalink Sy=tems, Inc

Licenzed To: John Smith
License Expiry. Newer

License

web: hitpfwerw datalinkzystemzinc.com
email. support@datalinksystemzinc. com

Figure 7 — DataGate About screen

Clicking on the “License” button opens the license window. See section 5.0 for more information on
licensing.
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5.0 Licensing

Figure 8 shows the DataGate License window, which can be accessed through the Help/About menu.

€ DataGate License @

Licenze Detailz

Slate: License Ok

MName: John Smith

Company: Tracking Com

Email: jgmith@tracking.net

Walidity: Mewver expires

Devices: 1000 MDT /1000 Mobius /1000 Other

DataHosts: 1000 DataHostz (10000 links)
Web Clients: 10000 Web Clients (10000 links)

Request Licenze...

Figure 8 — DataGate License screen

The following details are shown:

State: Indicates whether license is valid or not.

Name: Name used when license requested.

Company: Company name.

Email: Email address of user who requested license.

Validity: Expiry date of license. Some licenses are time limited. DataGate will send
alert messages when the license is due to expire.

Devices: Shows how many assets the DataGate can support.

DataHosts: Maximum number of DataHosts allowed.

Web Clients: Maximum number of Web Clients allowed.

The DataHost and Web Client limits also include a number of “links”. Each link is defined as a
particular client viewing an asset. For example, in a system with 20 DataHosts, each viewing 100
assets, 2000 DataHost links would be required. This system of licensing allows the base cost per
client to be reduced.

Contact Datalink to modify the number of licensed assets, clients or links, or to extend the validity
period. A message will be sent to the email address listed in the license when the license server has
been updated. When this message is received, click on the “Request License” button to open the
License Request form (see Figure 5), and then use the “Send Request” button to update the license.

If the number of assets, clients or links exceeds the licensed maximum, these will be shown in red
text, and will be non-functional until the license is updated.
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6.0 Assets
6.1 Asset List

The asset list on the main screen shows all assets configured on the DataGate. It includes the Asset
ID, Description, Hardware Type, Last Report time, Last Network used, and number of DataHosts that
have access to this asset. The list can be sorted by clicking on the desired column header.

Each asset is shown with an icon, which provides a quick indication of the asset status, as follows:

@ Recent asset report (<1 hour)

@ Older asset report (>1 hour)

& Old asset report (>24 hours)

4 Last attempt to contact asset failed (device off or out of range)

Assets may be added and deleted using the insert and delete keys, or the buttons on the toolbar.

6.2 Asset Properties

Double-click an asset in the asset list to open the Asset Properties window. This window is divided
into several tabs, listed below. At the bottom of the window is a button labelled “Asset Same As”,
which allows the transfer of all asset settings from another asset, excluding asset-dependent settings
such as Description and modem IDs.
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6.2.1 General
This tab provides general asset information and settings (see Figure 9).

i Asset (0.0.1) Properties

General l r.1|:||:|ern5.] I'D Assignment DﬂtaHusts] Terminal Clients

ldentification

Dezcription

ancouver Demo

Hardware Type
| RMI-300/500/i50 -]

Auxiliary Info

Account ID

Firmware Verzion: 3.89

RTU ID Range (min - max)

Current Driver: Ni&
GPS Status: Mo Position

[

Data Warning (bytezfday)

. Total today (terrestrial): 12.7 KB
Ti trial |0
srrEsE Total today (sat): 0 bytes
Satellite |0 Thiz month (TX/FEX): 4.7 KB/ 381.3 KB

Remote Configuration |

- ||:|
Azzet Byte Counta:

Last month (TH/RX): 6.1 KB / 410.4 KB

Azzet zame Az | oK

Cancel

Description:
Hardware Type:

Account ID:
RTU ID:

Data Warning:

Firmware Version:

Current Driver:
Byte Counts:

Figure 9 — General Asset properties

A user-friendly name for the asset. This name is automatically updated in
all the DataHosts that have access to it.

Type of asset hardware. The DataGate supports many different hardware
devices, and Datalink is committed to adding further devices as required.
Used by third-party interfaces only.

ID (or range of IDs) of third-party unit (RTU) attached to transparent port
on mobile device. This enables a terminal client to connect to the RTU.

If this value is non-zero, a warning email will be sent when the asset
transmits more data than this value in a day.

Version of asset firmware, if available.

Name of driver logged into asset, if available.

Counters showing the amount of data sent and received for this asset.
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6.2.1.1 Remote Configuration

Certain asset types allow remote configuration of network settings. These settings are accessed by
clicking on the “Remote Configuration” button on the General Asset Properties tab.

Note: the settings must be entered correctly, or el

se the asset may send data to the wrong PC,
or may not be able to connect to the network.

x]

| Reqguest Current Settings |

4? Remote Configuration

Uzernams Pazsword

GPRS APN

Re=zet Cellular Modem |

Server [P Addresses... |

Hote: Changing these settings
could cause the azset to lose
contact with the server.
Proceed with caution.

&2 Server IP Address

&

| ! Request Current Addreszes |

GPRS/CDOMA Server IP Address

Globalztar Server IP Address

Send New Addresses

Hote: Changing these settings
will cause the az=set to send
data to the new IP addrezzes,
and this server will no longer
have access to the asset. Only
proceed if this is intentional.

Close |

Figure 10 — Remote Configuration

Close |

Username: GPRS username
Password: GPRS password
GPRS APN: APN for GPRS network

Reset Modem:
Server IP Addresses:

Resets the modem so that any new settings will take effect

Enter the IP address where the asset should send data. Separate
addresses are provided for Globalstar and GPRS/CDMA, as one or
the other may use a VPN connection to the server.
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6.2.2 Modems

Use this tab to configure the asset modem(s). Each hardware type will have different options
available. Figure 11 shows the settings for a Datalink RMI device, which is capable of using multiple
networks at once.

i Asset (0.0.1) Properties

General Modems l ] Assignment] DataHusts] Terminal Clients
MNetworks Current Metwork
[Hadio’| cetular | Giobaistar | MSAT | rridium | f+ Radio
Private Radio &l
" GPRS/COMA
[+ Enable [+ Single Source ™ Clobalztar
Radio Source " MSAT
Local Radio j € Iridium
[ Searching
Other
[~ Update Duty Logs
[ Write to Bus Table
Azzet zame Az oK Cancel

Figure 11 — Asset Modem Properties

Networks:  Choose which networks this asset can operate on, and set the current network.
Other: Settings for third-party applications.
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6.2.3 1/0 Assignment

This tab provides configuration options for asset input and output pins. Each hardware type will have
different numbers of inputs and outputs available for use. Figure 12 shows an asset with an ignition
input, four digital inputs, and three digital outputs.

i Asset (0.0.1) Properties

Input’Qutput Pin Az=ignment
VO Fin Description | High/Open State | Low State
O ignition Ignition an off
O input 1 Input 1 High Low
O input 2 Input 2 High Low
O nput 2 Input 3 High Low
Dlnput4 Input £ High Low
O output 1 Output 1 High Low
O output 2 Output 2 High Low
O output 2 Output 3 High Low
Emergency Contact Emergency Phone Mumber

Azzet zame Az oK Cancel

Figure 12 — Asset 1/O Properties

Emergency Contact/Phone Number: This information will be attached to any high priority
alerts generated by this asset.

Each pin can be enabled or disabled by clicking the checkbox next to the pin name. Double-click a
pin name to edit the pin settings.

6.2.3.1 Pin Properties
Figure 13 shows the Pin Properties window. This provides the following settings:

Pin Description: The pin will be identified in DataHosts using this name.

High/Open State:  Friendly name for the high (or open) state.

Low State: Friendly name for the low state.

Msg Triggers: Control whether input changes (going high or low) will cause a message to

be generated. Messages will appear on DataHost screens. High priority
messages will trigger alerts in DataHosts, and also generate email alerts if
enabled.
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/# Input 1 Properties

Pin dentification M=g Trigger - Going Low
Pin De=cription (o Nune
[Input 1 ™ Mormal M=ag

" Emergency M=g
High/Open State

|H|gh M=g Trigger - Going High
Low State f* Mone
Low ™ Mormal M=ag

" Emergency M=g

Ok | Cancel

Figure 13 — Pin Properties

6.2.4 DataHosts/Terminal Clients

These tabs provide a way of assigning each asset to one or more clients. Figure 14 shows the
DataHosts tab. Any assigned client will receive data from this asset, and be able to send data back to
the asset (if enabled). Note: this link between client and asset can also be modified in the DataHost
or Terminal Client properties window. Use the “Hosts Same As” button to quickly copy the links from

another asset.

i Asset (0.0.1) Properties

General ] Modems ] 0 Asszignment
DataHo=sts with access to thiz as=et
DataHozt Dezcription | State
Adminiztrator Active
Demo Active
[#] Jehn Smith Active
Vancouwver Dizpatch Active
Select All | Clear All | Hosts Same As... |
Azazet Same As... | oK Cancel | |

Figure 14 — Asset DataHost Links
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7.0 DataHosts

The DataHost List screen (Figure 15) shows a listing of all configured DataHost clients. Each client
has a name, password, and various connection related details. All received asset data is stored
locally on the server computer until transmission to the DataHost has been acknowledged. This
prevents data loss if a client is off-line when asset data is received. Each host can be activated or
deactivated using the checkbox next to its name. If a host is currently connected, its IP address and
code version are given.

" DataHost List

@ X

Ho=t Name
Administrator wifksliopo 5 (Auto) Mot Connected

Demo demo 1 (Read Qnhy} Mot Connected MiA MEA
John Smith lkwe 3ndhZw 1 Mot Connected 0 bytes 0
Vancouver Dizpatch mzlkiwogTa 1 (Mo Config) Mot Connected 0 bytes A

Pasz=word Connection

Dizconnect Clear Queue Re=end Emailz Now Ok Cancel

Figure 15 — DataHost List
DataHosts may be added and deleted using the insert and delete keys, or the buttons on the toolbar.
The following buttons are provided at the bottom of the window:

Disconnect: Force DataHost offline
Clear Queue: Remove any buffered data from local storage.
Resend Emails: Try sending any waiting emails now.

7.1 DataHost Properties

Double-click a DataHost in the host list to open the DataHost Properties window. This window is
divided into several tabs, listed below. At the bottom of the window is a button labelled “DataHost
Same As”, which allows the transfer of all DataHost settings from another host.
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7.1.1 Configuration
This tab provides general DataHost settings (see Figure 16).

" DataHost Properties

Configuraticn l ALzsets ] Emergency Contact ]
Identification

DataHost Dezcription Pazsword
|wiTks1iopo
Accesz

[v CQueue data when DataHost iz offline

Permizgions

[ Read Onhy
[v Allow As=et Config

DataHozt Same A=z | Ok | Cancel

Figure 16 — DataHost Properties - Configuration

Description: A “friendly” name for this host.

Password: The password this host uses to connect to DataGate.

Queue Data: If active, data will be queued when this host is offline. This can be disabled
when a host only requires current information, or has a low bandwidth link.

Read Only: If active, this prevents a host from sending any data to a device (polls, settings,
outputs, etc).

Allow Config:  If active, DataHost has the ability to modify asset settings.
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7.1.2 Assets

Use this tab to select which assets will be visible to this DataHost (see Figure 17). Note: this link
between DataHost and asset can also be modified in the Asset Properties window.

" DataHost Properties

Configuration .............. l Emergency C.untau:t]
Aszsetz thiz DataHost can access
Azzet D | De=cription
#0041 Vancouver Demo
0.0.2 NZ Demo
1.IZI.E- Palm Springs Demo
10.1.1 Florida Demeo
¥l zo0.0.1 UK Demo
Select Al | Clear Al | ¥ Add New Assets Automatically
DataHost Same Az... | | 0K | Cancel

Figure 17 — DataHost Properties - Assets

Select All: Quickly select all assets.
Clear All: Remove all check marks.
Add New Assets Automatically: If selected, this DataHost will automatically see any new

assets added to the server. This is useful for any client that
needs to have access to all assets.
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7.1.3 Emergency Contact

The Emergency Contact tab controls whether emails are sent when high priority data is received for
this DataHost (see Figure 18). To enable, check the box and enter an email address. Buttons are
provided to send a test email and clear any waiting emails.

" DataHost Properties

Configuratien ] Aszsets | Emergency Contact |
Emergency Contact

[v Send emailz when high priority events occur

Email Address

|admin@mun'rturing.n:um

Send Test Clear Emailz

Contact will e =ent all high priority eventz from gelected assetz, as
well ag the following alertz:

[ Send file attachmentz from az=ets to thiz email addrezs
[ Send overzpeed alerts

[~ Send waypoint alertz

[ Send exceszsive idling alerts

[~ Send maintenance warnings

DataHozt Same A=z | | Ok | Cancel |

Figure 18 — DataHost Properties — Emergency Contact

High priority events include input changes (when assigned as emergency message), emergency
alerts from assets, and engine monitoring alerts.

Several options are available to send other alerts to this email address:

Files: Some assets can send data files, which can then be sent as emails.
Overspeed: Send overspeed alerts when they occur.

Waypoints: Send email when asset enters or exits a waypoint.

Idling: Send alert when asset reports an excessive idling event.

Maintenance: Send asset warnings and engine maintenance messages.
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8.0 Web Clients

The Web Client List screen (Figure 19) shows a listing of all configured Web Clients. Web clients are
allowed to access the DataGate via a web browser. After a simple login process, the clients are
shown an asset list, map, and basic asset information. They can also poll assets. Use the checkbox

next to the client name to enable or disable each one.

Figure 19 — Web Client List

Web Clients may be added and deleted using the insert and delete keys, or the buttons on the
toolbar.
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8.1 Web Client Properties

Double-click a Web Client in the client list to open the Web Client Properties window. At the bottom of
the window is a button labelled “Client Same As”, which allows the transfer of all Web Client settings
from another client. Figure 20 shows the properties window. Use the checkboxes to select which

assets will be visible to this client.

Figure 20 — Web Client Properties

User Name/Password: Name and password required to log in to DataGate.
Select All: Quickly select all assets.
Clear All: Remove all check marks.
Add New Assets Automatically: If selected, this client will automatically see any new

assets added to the server. This is useful for any client that
needs to have access to all assets.
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9.0 Terminal Clients

The Terminal Client List screen (Figure 21) shows a listing of all configured Terminal Clients. Each
client has a name, and various connection related details. A client connects to the DataGate using a
TCP/IP connection, and can then transmit and receive raw data to and from selected assets. A Client
can be activated or deactivated using the checkbox next to its name.

Figure 21 — Terminal Client List

Terminal Clients may be added and deleted using the insert and delete keys, or the buttons on the
toolbar.

A Disconnect button is provided at the bottom of the window to force a client offline.
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9.1 Terminal Client Properties

Double-click a Terminal Client in the client list to open the Terminal Client Properties window. This
window is divided into several tabs, listed below. At the bottom of the window is a button labelled
“Client Same As”, which allows the transfer of all Terminal Client settings from another client.

9.1.1 Connection
This tab controls how the client connects to the DataGate (see Figure 22).

Figure 22 — Terminal Client Properties - Connection

Name: A “friendly” name for this client.

IP Address: IP address from where client connects. The DataGate will only allow this
client to connect from this IP addresses.

Local Port: TCP/IP port to which client connects.

Dynamic IP: If active, user must first log in to the DataGate web interface to update
his/her IP address.

User Name: Name used to log in to the web interface.

Password: Password for web interface.

Connect to Client: If data is received from an asset while the client is disconnected, DataGate
can attempt to connect to the client using the remote port setting.

Buffer Packets: If active, DataGate will buffer packets and retry if necessary. In most cases
it is better to uncheck this option and let the client control retries.

Timeout: How long to leave connection open if no data is transmitted or received.
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9.1.2 Routing

The Routing tab controls how data is routed to and from assets (see Figure 23).

Figure 23 — Terminal Client Properties — Routing

There are three main options:

Use Packet ID: DataGate looks inside the data packets, and decodes an ID. This ID is then
matched with the RTU ID of an asset.

Single Asset:  The client only connects to one asset.

Interactive: The DataGate prompts the client for an RTU ID upon connection. This ID is
then matched as above.

When using the Packet ID option, the following settings are available:

ASCII Hex: ID is encoded as a hexadecimal ASCII string, eg. “FO1B”.
ASCII Dec: ID is a decimal ASCII string, eg. “1052".

Binary: ID is a binary number. Data can be stored with most or least significant byte first.
Remove ID:  This removes the ID from the packet before sending the data to the asset.

Insert ID: An ID is added to data from an asset before it is sent to the client.

ID Start: Position of first ID byte in packet (first byte is position 1).

ID Length: Length of ID in number of bytes.
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9.1.3 Assets

Use this tab to select which assets will be accessible by this Terminal Client (see Figure 24). Note:
this link between Client and asset can also be modified in the Asset Properties window.

Figure 24 — Terminal Client Properties - Assets

Select All: Quickly select all assets.
Clear All: Remove all check marks.

Note: when using the Single Asset method of routing, you may only select one asset from this list.
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10.0 Data Sources

The Data Sources window (Figure 25) shows a listing of all available data sources. Each source is a
separate program that can run on the local server or another PC connected over a LAN or the
Internet. The sources connect to various wireless data networks to send and receive data via that
network’s gateway. Certain networks use IP addresses for communication, so assets can connect
directly to the DataGate without a source program.

Figure 25 — Data Sources
Sources may be added and deleted using the insert and delete keys, or the buttons on the toolbar.

To edit a source’s settings, simply double-click it on the list to open the properties window (Figure
26). Each source is configured using a description, password, and network type.

Figure 26 — Source Properties
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11.0 Sentries

The Sentry Lookup window (Figure 27) shows a listing of Sentry devices. A Sentry is a two-way
pager designed for lone-worker security. Each Sentry has a unique ID, and is normally assigned to a
particular worker. This window allows the system operator to assign “friendly” names (such as the
worker’'s name) to each ID. These names will be attached to incoming messages from the Sentry

devices, providing the DataHost user with additional information.

Figure 27

Sentries may be added and deleted using the insert and delete keys, or the buttons on the toolbar.

Select a Sentry from the list to modify its settings.
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12.0 Options

The View/Options menu item brings up the main options screen for the DataGate software. Many
options are available, separated into several tabs.

Note: Clicking the Default button will load the default options for the currently selected tab.

12.1 Connections

Figure 28 — Connection Options

Bind to IP Address: If a PC has more than one network connection, DataGate can bind to
a specific IP address, allowing the other address(es) to be used by
other programs.

DataHost TCP Port: DataGate listens on this port for DataHost connections.

Data Source TCP Port: Port for Source connections.

DNS Server(s): DataGate uses DNS when sending emails. Enter DNS addresses
here, or leave blank to use the PC’s default DNS servers
(recommended).

Scada Web Interface: Enables the Scada web interface to allow Terminal Clients to update

their IP addresses.

Mapping Web Interface:  Enables the DataGate web mapping page, accessible by Web
Clients.

Metric: If active, DataGate will show speeds in km/h on the web interface.

Enable Terminal Clients: This option must be enabled in order for Terminal Clients to connect
to the DataGate.

Ignore Sitestar: Some Sitestar modems reported invalid oil pressure events. Check
to ignore.

Web TCP Port: Port used to serve the Scada and/or Mapping web pages.
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12.2 CDPD
Figure 29 — CDPD Options
RMI-400 CDPD: Enables data from RMI-400 hardware over CDPD.
MDT CDPD: Enables data from MDT hardware over CDPD.

Ports: Transmit and receive UDP ports.
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12.3 GPRS/CDMA

Figure 30 — GPRS/CDMA Options

RMI/MDT/Mobius: Enables data from Datalink hardware devices.

CDMA: Enables data from PinPoint, Chameleon, BlueTree, and Ctek CDMA
modems.

GPRS: Enables data from Enfora, Portman, and Antares GPRS modems.

Ports: UDP port used to listen for data. Transmit ports are not defined, as

these are set dynamically when data from an asset is received. This
allows data to flow through a NAT server.
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12.4 Satellite

Figure 31 — Satellite Options

Globalstar: Enables IP data from Globalstar modems. A UDP port is used to
receive packets, and an SMS gateway for sending messages to
wake up modems.

Simplex: Simplex data is received using an external email address. Datalink’s
PlexGate server can be used to process data directly from the
Simplex gateway, and feed this to DataGate via email.

Inmarsat: Inmarsat data (except D+) is received via email.

Iridium: Iridium data can either be received via email (in which case it uses
the same account as Inmarsat), or via Direct IP. When using Direct
IP, DataGate connects directly to the Iridium gateway.

MSV-G2: G2 data is obtained by connecting to the MSV G2 gateway. An
account is required to receive data.
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12.5 Data Storage

Figure 32 — Data Storage Options

Storage Folders: The Data and Log storage folders control where DataGate writes
data and log files.

Save Complete Log: If active, DataGate saves a complete record of the log listing window
(recommended). Otherwise, only high priority logs are saved.

Record Device 1/O: DataGate can save a copy of all data sent to and received from

assets (recommended). This is useful if you need to play back data
at a later stage.

Record DataHost I/O: If active, DataGate will save a copy of all data sent to and received
from DataHosts. This is not recommended, as it may create large log
files.

Record HTTP Log: This option causes DataGate to save a copy of all data sent and
received on its web interface.

Write to Database: By default, DataGate write all data files to the local file system. This

has the advantage of being very simple to setup and backup.
DataGate can also write to various OLE DB databases, which allows
third-party applications to process the data. *

Configure Database: Clicking on this button opens the standard Windows database
properties window, where the database provider and connection
parameters can be entered.

* Contact Datalink to obtain information about database formats.
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Use External Server:
Send Directly:

Email From Address:

Host Name:
Admin Email Address:
Email Test:

Clear Queue:

External SMTP Address:

TCP Port:
Authentication:

User Name/Password:

12.6 Emaill

Figure 33 — Email Options

If selected, DataGate will use an external email server to send email.
DataGate can also send email directly. This gives DataGate more
control when sending mail.

Address to send email from. It is recommended to set up a datagate
email account on your company email server so that the from
address is valid.

Host name to use when connecting to other email servers. This may
have to be a valid domain name to send email to some servers.
Address where DataGate will send messages when it encounters
any errors or alerts.

Send a test email to the admin address. This button will only be
active when any changes to the address have been applied.

Delete any admin emails waiting to be sent.

If using the external server option, enter the email server address.
Port used to connect to the server. Default is 25

Use this option to authenticate with the mail server before sending
mail. This may be required by some servers to prevent open relaying
of mail.

Settings for authenticating with server.
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12.7 Auxiliary
Figure 34 — Auxiliary Options
External Interface: DataGate supports TCP and UDP interfaces for interfacing with third-
party applications.
Send SNMP Alerts: DataGate can be configured to send SNMP alerts when high priority

alerts occur. This allows existing SNMP servers to detect and
process the alerts.
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12.8 Dial Up

Figure 35 — Dial Up Options

Monitor Connection: DataGate can monitor a local dialup networking connection, and
send an alert if it detects a drop. This is useful for monitoring a VPN
connection.
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13.0 Data Files

DataGate settings are stored in a file named “datagate.ini” in the program directory (not data storage
directory). If this file cannot be found, default settings will be used.

All other data and log files are stored in user-defined directories, which can be modified from the
Options menu. When changing directories, all existing data files (excluding logs) will be copied to the
new directory (leaving the old files as a backup). However, if the new directory already contains data
files, a prompt will be displayed to either keep or overwrite the existing files.

The following files are written to the storage directory (unless disabled in the options menu):

Log files: These files mirror the information displayed in the lower DataGate list box. Their
filename is created using the current date in the format yyyymmdd.log.
Device 1/O: All raw data sent and received over any wireless networks. Saved in the format

yyyymmadd.io, using the current date converted to GMT time. The data is
unprocessed, allowing network byte counts to be performed. The DataNet Reporter
program can be used to extract valuable information from these files.

DataHost I1/0:  All data sent to and received from DataHosts. Format: yyyymmdd_host.io, using the
current date converted to GMT time. These files may become very large as network
traffic increases. Recommended for debugging only.

Queued Data: If a DataHost is not connected, data will be queued in a local file using the format
host.id, where id is a reference to a particular host. These files will automatically be
deleted once the host has downloaded all information.

Data Files: Several files are used to store information about DataGate objects (devices, hosts,
etc). These files use a .dat extension.

Backup Files: Each time DataGate updates database files, it makes a backup using a .bak
extension.
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14.0 Contact Information

For further support, email: support@datalinksystemsinc.com
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